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(57) Abstract: A securely identifiable network device is provided. The device may be direcdy hooked to a netwoik or Internet 
via a phone or other communication inter&ces. The device includes a smart card reader and a communications interface, such as 
a MODEM, RS-232, infra-red interface, RF, tone, or an Ethernet interface, and a minimal device controller. The combination of 
these components allows for generating a fully authenticated access to a networked data server (e.g. mail, SMS, phone switch), for 
personalizing the access point behavior, and for notifying the data provider about the current location of the cardholder. This allows 
for re-routing the required data messages to the current location. The service data messages are typically SMS, MMS, e-mail and 
phone calls. 
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SMART CARD ISETWORK INTERFACE DEVICE 

EIEIJ5 OF THE INVENTION 
The present invention idates to the fidd of smart cards and network services in g^eral 
5 and in particular to a stand-alone device fiir reading smart cards and to a ^em and method for 
transmitting and recdving information through a network firom a remote server to and fix>m the 
smartcard The invention also refras to ujang the smart card for reconJB^ 
user's personal preferences for use with the network access. 

10 BACKCmOUND OF THE INVENTION 

Network access devices today are dther dumb (plain tdephone, for exanq>le) and thus 
nonrseoire and non-personal, or extreme^ complex, (e.g. a personal computer and cdlular 
tdephone). Li the latter conq)lex case, the id^ithy and personality of the user are stored in the 
device. A standard tdqp^hone today may be '^personalized" by assodating fimctions with pre- 
15 defined keys. TMs is goaerally implem^ed by augmenting tte tdqphones with memories that 
can be programmed. Typcally, a "programmable tdephone" has 10-20 quidc-dial numbers. 
These numb^ are typically programmed onc^ and therefore, the tdq)hone cannot accuratdy 
be described as ^'personalize^le" - a personalize^able tdephone may be defined as a tdephone 
having adaptive diaracteri^cs depending on the user. Most tdephones have a "redial" button, 
20 whidi is based on storir^ the last didednuniber in local na^ Typically, there is no option to 
dial previous nurnbers excqyt for the last number, as tWs reqiidres both more memory, more 
control capabilities and a dii^% sore^ Furdiennore, a standard tdq>hone general^ does not 
contain a controller and thus is incapable of performing control fimctions sudi as scrolling 
through a list of tdephone nurnbers in order to sdect and dial a nunib^. 
25 Transferring an SMS (Short Mes^igpig Systan) or an MMS (Multi-Media Message) 

requires a short data transmission and is ^picalty carried out by dflier WAP, Data mode, or 
spedalized control protocols over the ceDular network. Th^e are also s^ces that allow a 
standard telephone user to Bsten to the text messages by convCTting the message fix>m text to 
speedi in a spedalized remote sqtvct. The smding of a text mrasage fix)m a standard landline 
30 phone is enabled if a spedalized tenmnal is provided However evm with sudi a terminal the 
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user's ideotity is not stored anywhere, and therefore it is not posable to automaticaUy deliver 
messages to theuso* or to securely idffltify the s&od&L. 

Similaify, in order to recdve common network services, such as e-mail, a conq^lex 
conq[>uting device is provided, sudi as a cdhilar phone or a PC. 
5 It would thus be advantageous to be able to personalize and be able to send and receive 

SMS, MMS and e-mail transmissions using a standard telephone, or wherev^ the network is 
accesdble. 

SUMMARY OF THE INVENTION 

10 The preset iavendon is directed to a stand-*alone device for reading and writing smart 

cards, YMdx incorporate suffidbit network access capabilities. The device may be integrated 
into a telq)hone or oth^ network-aco^mig de^ce, which can capture Oxd n^work end-pomt. 
Furthermore, the gener^purpose varaon of the device allows for access for any card £q;>plication 
for any anart card. Even^» integrated into tdephones (cellular or landline), for earample, the 

IS device does not have to rely on ^edfic telephone properties nor on the service provider, but 
rather it provides a general-purpose network access over telephone, or any other network media. 

In a lypical implemwia&Ga of the invention, the smart card is used for storing the 
required application data, which contains at least the communication preferences (e.g. e-mail 
provider, IP address, or phone book), and the computing on the device is used at least for 

20 network inter&dng. The device pro\ddes commumcation inter&ces allowirig the smart card to 
be e?qploited in its foil potential, utili2ang Ihe security capabilities of the smart card, and 
supportii^ authentication using the (optional) PIN (Personal Mentification Number). If 
reqiured, input and output for the us^ m^ be provided either Ihrou^ the telephone, or 
optionally, an onrdevice display and k^oard. Particulaify, the card may be used for setting, 

25 saving, and recording the user's '*personality (that is, personal pneferoices) and identification 
(ID). The device may be used for initiating communication (for exanqple, gen^nting a call to an 
SMS server), or requesting the establislmient of a netwcnk protocol, such as tiirough a LAN to 
the user^s mail saver, for exan^le. 

The current invention describes a device that can configqre a standard landline tdephone 

30 wrtii the pa:sonalization and authentication levels, and also a device ^duchm^ be configured to 
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become a standalone netwoik de>ace, alloTvinglbr data services (SMS, MMS and e-mail) to be 
directed to the smart card. 

Thm is thus provided, in accordance an embodimait of the invention, adevicethat 
indudes at least one smart card read^ configured to communicate with a smart card and at least 
5 one netwoik intec&ce. 

In addition, there is also provided, in accordance with an embodim^ of the inva:ition, a 
device that includes a Secure Information Module (SIM) configured to communicate with at 
least one network intafece. 

In addition, there is also provided, in accordance with an ^bodiment of llie invention, a 
10 smart card that iadudes a network interBice. 

In addition, tbere is also provided, in accordance aneoibodiment of die invention, a 
tdephone that indudes at least one smart card teadet configured to communicate v^ SMS, 
MMS and e-mail servers. 

The netwoik inter&ce may include one of a groiq) including LAN (e.g. Ethernet), 
15 Wireless LAN (e.g, Bhietooth), landline phone (PSTTSI) (e.g. MODEM), cellular phone (e.g. 
MODE1V4), peripheral-wire communication (e.g. RS-232), wirdess communication (RF) infira- 
red (IR), and audio tones. 

Furthamore, in accordance with an embodiment of the invention, the device may include 
a smart card reader configured to communicate with the SIM and the at least one netwoik 
20 int^&ce. 

Furthermore, in accordance with an embodimCTi of the invmtion, the smart card may be 
configured to store identification (ID) data assodated with the smart card and to store messages 
sent and recdved fiom SMS or MMS or e-mail servers. 

Furthermore, in accordance vjHii an embodiment of the invention, the device may be 
25 configured to support editing of SMS, MMS or e-mail messages. 

Furthermore, in accordance with an onbodiment of the invention, the device may fiirtho* 
indude an internal SIM and be configured to conimunicatewitti at least one netwoik inter&ce. 

In a fiirth^ embodiment of the invention, useful for some personalization fimctions, there 
is provided a sysbsm for temotdty verifying die identification (authentication) of a smart card. 
30 The system indudes the soiart card device of die invention, interacting with a remot^ located 
server uang communication over the pr e fe rr e d communication interfao^ the sever having 
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means for vaifying the validity of the smart card bdng read by the smart card device, and other 
data keyed into the device. 

FurdiCTnore, in accordance with an embodiment of the invention, the device may be 
configured to be connectable between a tdephone and the wall sodcet of a telephone line or 
attemadvely between a phone handset and the tdephone base. Furthermore, in accordance with 
an embodiment of the invention, the smart card device may be configured to be connectable 
direcfly on a LAN, or any sinular network. 

Additionally, in accordance with an embodiment of the invention, the device may be 
provided with the required functionality of a standard phone. Scrolling keys and "execute" may 
be provided on the device or on the smart card, and the remaining hsys dther may be the 
standard tdephone keys or provided with the device. The display may be either on the phone, 
, the device or on the card itsdf The memory (data) cnay be mostty on the card and the control 
information, sudi as menus and de&ult settings; for example, may be stored on the device or on 
the card 

Furthomore^ in accordance with CTbodiment of the invmtion, smart card device forther 
includes a display screen and keypad. The device may also include encryption means and a 
connector for external devices. The external devices may include a printer, a keypad, a display 
and a biometric data read^. 

Furth^more, in accordance Tvith embodiment of the invention, the power source 
indudes at least one energy source from a groiq) induding an internal battery (rediargeable or 
non rediargeable), an external power inlet, and the communication media to v^ch the device is 
coupled 

The smart card device may fijrther indude at least one of a groiq) of procesang 
components indudmg additional computation capabilities, additional communication inta&ces 
and additional enoyption capabilities. 

Furthermore, in accordance with mibodiment of the inv^ition, the smart card device 
may forther indude at least one m^oiy conq)onmt including Read Only Memory (ROM), 
Non-Volatile Memory (NVM) and Random Access Mraaory (RAM). 

Furthermore, in accordance with embodiment of the invsition, the smart card m^ be 
configured to store identification (ID) data assodatedwidi the smart card, and to store n 
smt and received fiom and to SMS or MMS or e-mail servers. 
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Additionally, in a furtfaer embodiment of the invaation, the de\a^ce may be configured for 
sending and receiving messages fiom a standard phone and for identification of die user, usmg 
fhe capabilides of the smart card. 

A possoble appfication of the invention allows fbr establishing a ''portable personality" 
where the SIM (Secure ]jcifi>rmation Modide) (either the Smart Card itself or integrated into the 
device) stores all the uso^s personality parameters, fi3r exasnple the user's phone book, call lists, 
and user' s identity for SMS, or e-maiL 

Additionally, there is provided, in^ccordance with an embodiment of the invention, a 
method for personalizing a tdephone connectable to a PSTN. The method includes the steps of 
connecting a device to the PSTN tdephone Hne, the device indudes a SIM (Secure Information 
Module) configured to communicate with the PSTN; and reading data stored on the SIM. 

Furthermore, the method ms^ fiirtiier indude the steps of selecting an action fix>m a list 
of actions stored on either the SIM and activating the tdq>hone to perform the sdected actioa 
The step of activating may indude at least one of a list of actions induding dialing a tdq)hone 
number, smding an SMS or MMS or e-mail Mm a savice provider or dedicated server, changing 
to a new list, adding and editing telephone numbers, allocating '^quick dial" numbers and 
acces^g a call register of received,, dialed and missed calls; and storing the resuh of the steps on 
the SIM. 

Furthennore, the method may finther indude the step of identifying the SIM owner. 
The SIM may be a smart card accesable throu^ a smart card reader. 

Additionally, there is provided, in accordance with an embodiment of the invention, a 
metiiod for powriafiang a tdq>horie connectable to a PSTN. The method indudes the stq)s of 
connectiiig a device to the tdq)hon^ the device indudes at least one smart card reader 
configured to commurncate with a smart card and the PSTN; and reading data stored on the 
smart card 

Furthermore, the method m^ finth^ indude the st^ of storing data on the smart card 
The method may fiirther indude flie steps of sdectrog an action fiom a list of actions stored 
eitiier on die smart card or on the de^dce; and activating die tdq)hone to p^orm the sdected 
action. In addition, the meifaodm^fiirtha-indudetfaestq) of idffltifyiiig the dev^ 

Additionally, diere is provided, in accordance with an embodimmt of the invention, a 
melfaod for recd^mig SMS aiidMNCS and e-mail messages via a net^^^ Thenetwork 
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mt^fiu^eiiKludesatleast oneof agroupmc^^ The method includes the 

steps of connecting a device to the netwoik inter&ce; reading idendficadon data (DD) from a 
SIM Tvhhin the device or fiom a smart card; and perfomung a handshake with the SMS or MMS 
or e-mail server via the networic iiiler&ce. 
5 Furthermore, the step of pa£)rming a handshake may include tiie st^ of transmitting the 

ID to the SMS or MMS or e-mail saver; and the SMS or MMS or &4nail server downloading 
SMS or MMS or e-mail messages, respectivdy assodated with the ID of the SIM. The SIM 
may be an integral component of a smart card, or an integral component of the device. 

Additionally, there is provided, in accordance with an embodiment of the invention, a 
10 method for automatically rerouting data services to current locadoa The method indudes the 
stq)s of sending idffltification information stored on a SIM or a smart card to a service provider, 
and aocq)ting the data messages and phone caDs assodated widi the identification information at 
the currmt locatioa The data services may indude at least one of a group induding tdephone 
calls, SMS, MMS and e^nail; and the current location may indude one of a groiq> induding a 
IS landline phone connectable to aPSTN, a cdlular phone, and aLAN access pdnL 

Finally, there is provided, in accordance with an embodiment of the invention, a method 
for personali2ing a tdephone that indudes a smart card reader and is cozmectable to a PSTN. 
The method indudes the steps of reading telephone personalization data stored on smart card. 
The method may fiirther indude the step of storing tdephone personalization data on the smart 
20 card. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The above and other cfaaractaistics and advantage of the invotion will be better 
undsstood through the following illustrative and nonrlinntative detailed deso^on of preferred 
embodiments thereof with reference to the appaided drawings, wb^^in: 
25 Fig. 1 is a sch^natic illustration of a prior art example of an operational CTviroimient for 

use with smart cards; 

Hg. 2 is a sdiCTiatic illustration of a smart card de\dce constructed and operative 
according to an embodiment of the invmtion; 

Fig. 2a is a schematic illustration of the smart card device of Hg. 2 hooked on to a 
30 standard tdq>hon^ 
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Fig. 2b is a schematic illustradon of the smart card device of Fig. 2 hooked on to a 
standard telephone, between the handset and the base; 

Fig. 3 is a schematic iOustiation of a smart card device, of Hg, 2 hooked on to a cettular 
telephony 

Fig. 4 is a schCTaatic iDustration of a smart card device, according to anolher embodiment 
of the invention; 

Fig. Sis a sdiCTciaticilkistrationofa smart card device^ according to ano& 
of the invention; 

Fig. 6 is a flow chart iUustration of an exemplaiy application utilizing the smart card 
device of Fig. 5; and 

Figqres 7 and 8 show ad<£tional flow chart illustrations of exemplary applications 
utilising tiie smart card device of Fig. 5. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

Re&rmce is now made to Fig. 1, which is a schematic iUustration of a prior art example 
of an operational environment fi>r use witii smart cards. 

In the configuration of Fig. 1, which desoibes the prior art, a smart card 12, which may 
be ins^ed in a smart card reader 14 is in communication with a host device, such as personal 
compute: (PC) 16. Communication between the card reader 14 and the host device 16 may be 
via any peripheral-dewce to PC communication intei&ce, for exanq>le an RS-232 
comnnmication interface 18, A MODEM 20 is connected to host device 16. 

Data is read &om the smart card 12 by smart card reader 14 and transferred via the 
pei:q>heral-device to communication interface 18. The Host device 16 manages the intmctions 
wtth the card, and when desired it transfers information fiom and to host device 16 to and fix>m 
the card 12. To transfo data onwards^ the modem 20 may communicate with a remote server 
22 via the Jntemst 24, using any Internet protocol, such as HTTP, or mail, for exanq)le, or 
secured protocols if desred In a amilar prior-art configuration, the read^ m^ be enibedded 
into the cellular phoney, which saves as a host, and carri^ much of the application' s logic. 

Reference is now made to Hg. 2^ whidi is a schematic illustration of a sm 
^neralfy desgnated SO, according to an embodiment of the inventiort 
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Stnart card device 50 comprises a device controller 52 connected to a sniart card reader 
64 and a MODEM S4. It vnH be appredated by parsons knowledgeable in tiie art that the 
MODEM may be replaced by ai^ other network intei&ce conq)onent, such as Bluetooth, I-R, 
or Ethernet as examples. The controUa: 52 may con^rise at least suflBd^ processing power 
for communication processing, and optionsdly also for encryption and dispk^r c^[>al»lities. The 
proces^g may typically involve transferring and conectly padka^ng the card iabex&ix protocol 
to the desired communications protocol in order to control any of the embodied devices. The 
memory may indude Read Only Memory (ROM), Non-Volatile MMOiory (NVM) and Random 
Access Memory (RAM)^ for example. A smart card reader 64 is connected to controller 52. 

la a fijrther embodiment of the invention, smart card device 50 may fijrther comprise a 
display 56 and riunimal keypad 58 having at least one key, or ports for attaching e?ctemal 
eqmpment, sudi as an extenid keypad (not oraprinter. 

In yet additional CTabodimmts of the invention, the device may contain an encryption 
device such as a SIM 

In yet ad^onal enibodiments of the invention, the device may contmi a SIM for 
personalizatioa In this case, the smart card reader may be an intemsd reader, or altemativdy 
both an internal and an external reader may be provided. 

In yet additional embodiments of the invention, the device may contain a battery or an 
external power source. Altemativdy, the )q)edfic communication media, to which the device is 
attached, may provide the power supply for the device and for the rediarging of the battery, or 
powa: may be supplied fiom a corntnnation of the above sources. 

The smart card device SO is configured to dial or hook into any network 66, such as a 
telq)hone network, for example^ and conq)lete a two-way protocol, witii the server 62. The 
server 62 may be any suitable network server, sudias an Irrtmiet server, mail, or an Interactive 
Voice Response sorver (TVR), depending on the desdred network in use. In this snbodiment, 
data is read fix)m the smart card 60 by smart card reader 64 and transferred via MODEM 54 
iiCTig voice-MODEM protocol, for exarrq)le, to IVR S^ver 62. Personalization information 
may also be stored on the card, thus defining the de^red communication target and 
communication preferen ces. In addition, anoe idmtific^Etion (ID)^ information is naturally stored 
on the card, the card may be used for authentication when desired. 
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In an exanplaiy embodiment, illustrated in Fig. 2a, the smart card device 50 may be 
coupled between a telq>hone instrument 67 and the wall-socket of the telephone line 68. 
Ahemaliv^, as illustrated in Fig. 2b, the smart card device SO may be coupled betwera a 
tdephone handset 69 and the telephone base 67. 

Similaify, in an exwxplaxy embocUment, illustrated in Fig. 3» a smart card device, 
ge]ia:alty desdgnated 100niaybecoimectedtoati:anscdver, suchasaceOulart^ 
any of the cellular telephone inter&ces (such as, IR, ear-phone-speaker, or Bluetooth), and 
provide all &e required access fijnctions to a remote server 106. The remote server 106 may be 
anIVR, mail, or human service provider, or an SMS server, for example. 

In this figure (Figure 3), smart card device 100 comprises a controller 52 connected to a 
smart card reader 64 (amilar to llie reader of fig. 2) and coupled to an infira-red QK) transcdver 
102^ or any other intei&ce capable of being siq>ported by cdkdar phones. 

In the embodimmt of Fig. 3, the device 100 transmits and receives the data read by 
smart card reader 64 via Hie IR transcdvar 102 to an IR transceiver located ^^vHhin the odlular 
device 1 04, which may then act as a device contioll^ for a spedfic application For example, IR 
recdv^ 104 may cause the cellular phone to transmit authentication data read fi^om the smart 
card 60 to remote sovor 106, u^ng any of the cdlular phone diannds. Afl:er secure 
identification of the user and verification that ID match^ the data fi-om the smart card, the server 
106 may yield data, which is ibsa displayed on the device, stored on the card, stored on either 
the device or any combination thereof The data niay be data firom any remote data service sudi 
as SMS, MMS, and e-mail, for example. 

In an attemative embodiment, the IR transceiver within the odhdar phone 1 04 may allow 
tiietdq;)lione's display and keyboard to be used llie cdlular phone niay be iised for fiiUhuinan 
dialogue wiHh Hie saver 106. 

Reference is now noade to Fig. 4, which is a schematic illustration of smart card device, 
according to anotiia* ^oibodiment of the invaition Hements having amilar fimctions have been 
deagnated ^milar numerals and will not be d^cdbed finth^. 

Fig. 4 is a schonatic illustration of a smart card device, gen«alty deagnated 70, 
according to an embodimmt of the invention. Smart card device 70 conq)iises a controller 52, 
"^Hiidi manages a smart card reader 60 (similar to the reader of fig. 2), and anEdiCTiet inter&ce 
72 for a LAN Qjocal Area N^woik) 74. hi tins CTbodiment, the smart card device 70 is 
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configoied to utOize the Ethernet inta&ce 72 and hook into a LAN 74, to access the Internet 
S erver 62 directly fiom the device 70. The smart card 64 and the Internet server 62 can con^lete 
a dient-server appficadon over the lotemet and LAN without any addidonal computar for 
mediatioa The contcoU^ of the smart card device 70 wnply acts as a commumcalion eoabler, 
S establishing die link for a complete dient-server configuradon. In this embodiment, the data 
(such as e-mail or messages) may be doAvnloaded direcdy to the card or the device ^ere it may 
be stored and/or displayed 

The smart card device illustrated in the aforraientioned embodiments may be used in 
many difib:^ applications, as will be described by refermce to the non-limiting exemplary 
10 applications h^:dnbelow. 

In an altemsdive embodBmettt of the invention the entire communication layer and 
support is inq>lmiented on the smart card. Such a smart card may contain, in addition to 
standard m&oaory and computing cs^abilities, support of standard network access layers, such as 
softwaie MODEM, TCP-IP, fi>rexan?>le. 
15 In a further application of the present invention, the smart card device of the present 

invention may be used as a telephone parsonalization controller, where a user's personal data 
may be stored on the smart card. 

When the personalized smart card is inserted into the device 50, ^?^ch is hooked on a 
phone-cord between the telephone and the wall-socket (see Fig. 2A), or on the cord 
20 between the handset and the base (see Fig. 2B), it loads the personalized data into the 
controll^ and effectively converts the tdephone into a personal instrument containing the 
user's selected profiles and identity. A user may have multiple profiles^ such as a differait 
profile for the ofSce, home and fi>r use when away firom his base phone Qn his car or ' on the 
road', for example). For exan^)le, qmck dial 2 on the oflBce profile may be used to dial his 
25 home when away firom his base phone, but when used with the device at home maybe used 
for something else (say, the oflBce). Altematively, the device may dynamically acquire its 
own location information such as the network segment or area code, for example, direcfly 
firom the network or by programming the device to establish the communication 
according. 

30 Reference is now made to Fig. 5, wUch is a schematic iUustration of a smart caid device 

150, according to anodic embodimrat of the invention Sntiart card device 150 is similar to 
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smart card device 50 described heranabove with respect to Fig. 2a. Components having snnilar 
functions have been amilaiiy numbered and 'wSl not be described fiirtfaer. 

Smart card device 150 con^rises a oontroll^ 152 and at least one phone soctet 154 for 
connecting Ihe d^ce to a standard tdqphone sodcet 156. The oontroll^ 152 is connected to a 
5 smart card reader 64 and a MODEM 54. K will be appreciated by persons knov(dedgeaMe in the 
art that the fimcdons of Ihe MODEM may altemativdy be incorporated within tiie controller 
152. Fvnthermore, the MODEM may be r^laced by any other network mter&ce conqKment, 
such as Bluetooth, I-R, or Ethernet as examples. 

Typicaify, the device 150 b located on the cable connecting the telephone 156 to the wall 
10 socket 154. Altfflnativefy, the device 150 may be int^j:ated ddier wifli tiie telephone or with tiie 
wan sodceL In a lyincal ccHtfiguration, the dc^ce m^ be permanently hooked on the phone- 
cord. In an alternative enibodiniait, it may be hooked belweea the lAone and t^ 
Fig.2B). 

An altenudive inqdementation and usage of Ihe device does not require atel^)hone, but 
15 serves as a tdq[dioneHaiessage temunal, in which case Ihe de\ice is cafy competed to a phone 
socket. 

M a further embodimait of the invention, tite smart card device 150 may fiirther 
comprise a di^lay 56 and a keypad 58, and/or visual indicators such as LEDs (Li^ Emitting 
De\dces)- not shown. Since a di^lay aihances the c{q)abiMes of the device, it is preferable for 
20 * the device to have its own ^lay and not have to rdy on a tdephonehaviiig a display screen 

Uang the device 150, the user can place r^iular vmce cdls (pathrthrou^ via the PSTN), 
can interact with the device, place a catt fixim lists stored on the smart canl 60, or in^^ 
spedafized servers, sudi as SMS serva" 158. or {Q»plication servas 160 that pafonn various 
dial<^esvwththecard,sudiasidentifkadion,fbrexan?)le. The card and tiie server fijrm a pair, 
25 consulting on the media type, protocol type, data types, and audioitication levd. 

The smart card device 150 will now be desaibed by reference to Ae nonrlinuting 
eE»aiq;>lary appfications. 

In an exenq>lary (td^hone) embodknait of the invention, the smart card is programmed 
to contain pescsmialized information, aidi as phone^lirectory data, "quidc diaT numbm and 
30 otha- keyed functions, for exanq>le. The (q)eralion of the smart card device as a tdephone 
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p^^nafizing device is now descnbed with tefereace to the flow diart of Fig.6, to which 
reference is now made. 

The smart card device (of Fig. 2) is connected to the telephone fine or hooked on a 
phone-cord (step 402). The person wishing to use the tdephone inserts his personalized card 
S (stq) 404) containing his personal and pre-loaded data mto the soi^ Steps402and 
404 may be carried out in the reverse order. 

The data is read by the device controller (step 406). The user may sdect a menu item 
from the list shown on the display (step 408) and then activate it (step 410). 

In an alternative embodiment^ the device may also contain a SIM, whidi may either 
1 0 completdy replace the smart card, or add some eaayption and security fimctions or store part of 
thedata. In the case where personal and other data is conq)ld:dy integrate 
(thus replacing the need for an exterDal stDart card), steps 404 and 406 are conq)letely omitted, 
as they are fixed. 

In an esemplaiy use, (as shown by dashed line -Route A), the usear can sdect a phone 
15 number by searching from a Hst (step 412) by scrolling or entering the deaie name and then 
activate the phone to call by selecting the deared number (step 414). AltOTialivefy, a nuniber 
may be called by using the selection (step 41 6) that is a sin^e number has been programmed as a 
designated tdq>hone numb^. 

In a fiuth^ esenqdary embodiment of the invention, the sxnaA card device ISO may be 
20 used to send an SMS (Short Messagmg System) message (as shown by dashed fine -Route B). 
To write a messa^ (step 422), the keys on the device or the telephone keys may be used. The 
display may be provided dther by the device, the card or on the telephone. Wbm the ""send" 
button is pressed (stq) 424), the messa^ is either sait via, a tdqphone SMtch (service provider) 
provided by the tdephone carrier, or s«it to a defeated SMS server for onward transnaisaon to 
25 the destination. 

The smding of an SMS requires a separation between the key presang and the actual 
transmission. This savioe is performed by the device controllCT, that identifies the appropriate 
mode, and afiows for edtdiig a menage;, (write text, dear, and end), and transmitting it to a 
nuihber from tiie phone book or to a ne\^ inserted nuniber. 
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Ih a&rther exemplaiy enobodiment of the inveation, the smart card device 150 may be 
used as a means to lecdve SMS message that are directed to the card holdo: (or device holder, 
in the int^rated SIM case). 

Reference is now made to Fig. 7, wMch is a flow chart inastradon of an exenqplaiy 
S application utili23ng the smart card device ISO to recdve SMS messages. 

When the card is insated into Ihe device (step 452), the device reads the card (stqp 454) 
to obtain information leg^rding the ID of the card (step 456). (Steps 452 and 454 may be 
omitted if the SIM is completdy int^^ated to replace the external card, or may perform some of 
the external card fonctions). 
10 Steps 456 and 458 may be carried out in several ways, as described below. 

One way to inqdem^ steps 456, and 458, is that during the vacation of the user's ID 
(step 456), the SMS server performs a handshake with the smart card, and also reads the 
'tdephone idenlit/', that is the tdephone numbs, which is assodated with Ihe user and which is 
deagnated to recdve messages. This information is thai tiansautted also to Ihe telephone 
15 exchange (the provider), wMch can update message reroute informal These steps 

may be imtiated, for exaiiq)le, by (automatically, or manually) dialling to the SMS server, and 
then transmitting the identification information, stored on the card. An additional level of 
security may be added by requiring the use of a PIN code (this may be an ©ctenaon of step 456). 
After vCTfication of the user's ID and parameters (step 458X the SMS 
20 the SMS messages (step 460) stored on its server to the card and (optionally) displays the 
messages on the display screeai (sbesp 462). 

By insoling the card into the device, in addition to Ihe server identifying the cardholder' s 
ID (step 456), the server is also notified about winch telephone the card is oormected to and 
thus, the cuiTCTt location ofthe cardholder can be obtained. This infi)nnation may be iised to 
25 automatically i^jdate and rax)ute fiiture calls to the card holdor ('T^ Any 
calls directed to the numbers assodated with the rardholder numb^ (sudi as home and cellular 
phone numbers) can then be directed to his current location (stq? 464). This can be achieved, 
jEbr exanq>le by the device (automatical^, or manual^) g^erating a ^gnal to the switch, or by 
calling the desgnated ssvct, whraevw the card is mserted into a device. When the card is 
30 r^noved fix>m the device, tite r^oute infi>rmation is iq)dated. That is, messa^ will be stored on 
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the server until the card is connected to a device in possibly another locadoa The reroute 

information is accordingly updated 

Notification of the location of the smart card holder (for mail, SMS s^er, and for the 

"follow me" service^ for exan]ple)m2Qr be automalicafly triggered by the ins^ 
5 the card into and fix>m the device, or altmialivdy by a manual telephone call utilizing the device 

keys, Alteriiativdy, the location may be imtiated by a standard can on th^ 

or by transfering the location and identification information uang control protocols, such as are 

common in cellular phones, for example. 

WhCTi the card is ins^ed into the device, an automatic indication of unread messages 
10 may be provided The messages may then be transferred to the card for previewing and for 

fiirther action. 

In each of the sc^iarios described above that involve a notification to the telephone 
exchange or to a remote server, there are two pieces of identrfymg information viduch must be 
obtained for the opoation to be completed; the user identification, which is storeji on the card; 
15 and the oirrent location of flie smart card, wMch is the local telq[)hone number. The local 
tdephone number is known at the PSTN exchange and therefore need not be sait e5q>Udtly, and 
is commonly (by defeult) transferred during any call, and in particular the call to the relevant 
SMS serva". 

The SMS sorvar may be notified <«tep 458) by either generating an explicit call to the 
20 SMS server, such as a "1-800** call or other dedicated nunober, such as a predefined ^'follow me" 
service number. Altemativety, the SMS server information nay be notified by siding control 
infimnation, such as is common!^ used whhcdhdar phones. 

DownloacBng SMS message (steps 460, 462) fix)m the server may be activated eilher by 
means of a standard call or altematively a dedicated number assodated wifli an identified server. 
25 In the latta: case, the card within the device would be configured to respond to a call fix>m the 
dedicated mjmber. AltCToatively SMS messages may be downloaded uang control protocols 
sudias are common in cellular phon^ for example. 

In an cases^ the SMS message may be stored on the card and displayed on the display 
screen. The device may also genoale signals to the telephones connected to the device for 
30 indicating that there are unread inessages,wMGh can be pidced up la^ Alternative, the de^ace 
may be configured with visasl and audible activators^ sudi as lEDs^ and buzzers, for exanople. 
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The ddivety of the SMS messages (step 460) stored on Ihe SMS server to the smart 
card holder at hb cmreM location may be adueved m o^ 

a If an cxpficit call was generated to the server - then during the same call - 
me^a^ can be downloaded. (Ms can be adrievedby swdtcWng to data mode). 
5 b. ifconttol protocols are used, Ihm anothffl; annlarconti^ 

for transferring the SMS content 

c. Upon lecdving a new message, the server can initiate a call to the device 
contaimng the smart card - wHch then automaticaUy inten»pts Ihe SMS data on this ca^ 

d. During any standard call to/from the card-device location, the SMS server can 
10 piggybadc the SMS information, and transfer it to the card/device. 

Reference is now made to Fig. 8, whidi is a flow chart illustration of a fiirther exemplary 
application utiHzang the smart card device 150 to receive e-mail and SMS messages over a LAN. 

The smart card device is hooked into the LAN (stq) 470). TWs may be carried out by 
expHddy plugging the device tiirougji a cable, or tbrougji a wireless LAN mtetfeoe. The device 
15 should be able to cfynandcally obtain an IP address, for example, Ihrou^ DHCP mechanism. 
Once the device is recogmzed by the LAN, the smart card may be mserted (or activated, if the 
smart card is induded in the device) - step 472. Data such as the parameters for the various 
n^work services: for example, e-mail provider, account name and password for the provider, 
may then be read fix)m the caid (step 474). 
20 Once these parameters are obtained, the commuiucation vnth the mail server can be 

established. After verification of Iheuser's ID (step 476) a h a nd s h a k e is performed (stq) 478). 

Aufljenticatiott of the user's identity may be verified using a PIN (optionaO to conq>lete 
steps 476 and 478. In stqp482, ennail messages are downloaded ftom the server to the card. 
The device can (optionally) diq)lay these messages (step 482), or just store them on card, for 
25 later use. When the card is removed (step 484), the communication to the mail server is 
taminated. 

]f the device is eqiupped with a keyboard and or a display, the user can also edit and send 
e^nail messages in a amilar way. SMS nressages can be handled in a similar way- witii the Sl^ 

server. 
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The de\nce is preferably, necessarily, a gpaeral-purpose smart card reader, and 

can thus be used Smt other ni^:woric-oriented ^lications^ sudi as authentication the call©: and 
receiver ideiitideSt and^ pecfinxmi® finanaal tra nsactions . 

It is ai^nedated that one or more of the stqws of aay of the methods described hradn 
5 nmy be omitted or carried out in a different coder than that shoTi^ 

tme spirit and scope of the invoition. 

Wlfle the methods and ^paratus Closed herdn may or may not have been described 
with reference to specific computer hardware or software, it is appreciated that the methods and 
iq)paratus described herdn may be readify implemented in computer hardware or software using 
10 c(»ivenlionaltedmiques. 

WMe the present invention has been described wth reference to one or more spedfic 
embodiments* the description is intended to be illustrative of the invention as a whole and is not 
to be constnied as Smiting the invmtion to the embof&noDts shown. It is appredated that 
various modifications may occur to timse sidned in the art that, while not specifically shown 
15 herdn, are nevCTthdesswtoifte true qaiit and scope of AeinvMtioa 
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CLAIMS 

We Claim: 

1 . A device comprisiiig: 

at least one smart card reader configured to communicate vnih a smart card 
and at least one networic inter&ce; 

Therein the at least one network inter&ce is ad^ted for conmmnication with 
any of a LAN, a Wireless LAN, a landline phone, a cellular phone, a peripheral-wire 
communications port, a wireless communications infra-red (ER) port, and an audio tones 
interrogator 



2. A device conqiri^g: 

a Secure Information Module (SIM) configured to communicate with at least 
one networic inter&ce; 

wher^ the at least one network inter&ce is adapted for communication with 
15 any of a LAN, a Wureless LA^^, a landline phone, a cellular phone, a peripheral-wure 
communications port, a wireless commumcations infira-red (IR) port, and an audio tones 
interrogator. 

3 . A smart card comprisuig: 
20 a network interface; 

wherdn the at least one network inter&ce is adapted for communication with 
any of a LAN, a \IWrdess LAN, a landline phone, a cellular phone, a peripheral-wire 
communications port, a wireless communications infi:a-Fed (IR) port, and an audio tones 
interrogator. 



4. The device according to claim 2, fiirther comprising a smart card reader 

configured to conmiunicate with the SIM and the at least one network inter&ce. 



S. The device according to claim 1, wherein the smart card is configured to store 

30 identificaticm (ID) data assodated with the smart card and to store messages sent and 
recdved firom any of an SMS server, an MMS saver, and an e-mail saver. 
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6. The device according to claim 1, whereia the device is configured to support 
editing of any of SMS messages, MMS messages, and e-mail messa^s. 

7. The device according to claim 1, configured to be connectable betv^een a 
telephone and the wall socket of a telephone line. 

8. The device according to claim 1^ configured to be connectable between a 
telephone base and the handset. 

9. The device according to claim 1, configured to be connectable to a cellular 
telephone. 

10. The de^dce according to ^aim 1, configured to be connectable to a LAN. 

11. The device according to claim 1, fiirther comprising an internal SIM and 
configured to communicate with at least one network interface. 

12. The device according to claim 1, fiirther comprising at least one connector for 
external devices, the external devices conq>rising any of a group including a printer, a 
keypad, a display and a biometrio data reader. 

13. The de^dce accordmg to claim 1, finlher conq)risng at least one of a group 
including a printer, a keypad, a display and a biometric data reader integrated within the 
device. 

14. The device according to claim 1, wherdn the device fiirthw comprises at least 
one of a group of processing conq)onents induding additional computation capabilities, 
additional communication inter&ces and additional memory capabilities. 
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15. The device according to claim 1, wherein the device fiirth^ comprises at least 
one memory component, the at least one memory component comprising any of Read Only 
Memory (ROM), Non-Volatile Memory (NVM) and Random Access Memory (RAM). 

16. The device according to claim 4, i^erein the smart card is configured to store 
identification QD) data assodated with the smart card, and to store messages sent and 
received firom and to any of an SMS server, anMMS server, and an e-mail server. 

17. The device according to claim 2, wherein the device is configured to support 
editing of any of SMS messages, MMS messages, and e-mail messages. 

18. The device according to claim 2, configured to be connectable between a 
telephone and the wall socket of a telephone line. 

19. The device according to daim 2, configured to be cormectable between a 
telephone base and the handset. 

20. The device according to claim 2, configured to be cormectable to a cellular 
telephone. 

21. The device according to claim 2, configured to be cormectable to a LAN. 

22. The device according to claim 2, finther comprisdng at least one connector for 
external devices, the eternal devices comprising any of a printer, a keypad, a display, and a 
biometric data reader. 

23. The device according to daim 2, wherein the device fiirther comprises at least 
one memory component, the at least one memory component comprising any of Read Only 
Memory (ROM), Non-Volatile ISffemory (NVM) and Random Access Memory (RAM). 
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24. The device according to claim 3, wherein the snoaart card is configured to store 

identification (ID) data assodated with the smart card and to store messages sent and 
recdved fi-om any of an SMS sGrwear, an MMS serv^ and an e-mail server. 

5 25. The device according to claim 3, \;^diereia the device is configured to support 

editing of any of SMS messages, MMS messages, and e-mail messages. 

26. A telephone comprising: 

at least one smart card reader configured to communicate with any of SMS, 
10 MMS, and e-mail servers. 

27. The telephone according to claim 26, wherem the smart card is configured to 
store identification (ID) data associated vwth a smart card configured to be readable by the 
at least one smart card reader and to store messages sent and recdved fi-om any of an SMS 

15 server, an MMS server, and an e-mail servff. 

28. The telephone according to daim 26, wh^em the device is configured to 
support editing of any of SMS messages, MMS messages, and e-mail messages. 

20 29. A method for personalidng a telephone connectable to a PSTN, the method 

conq;)ridng the steps of: 

connecting a device to the PSTN tdephone Hne, the device compriang a SIM 
(Secure Inforaiation Module) configured to commumcate with the PSTN; and 

reading data steered on the SIM. 

25 

30. The method according to claim 29, fiirther comprising the step of storing data 

on the SIM. 



31. 

30 



The method of cdaim 29, fiorther con^rising tiie steps of: 

selecting an action from a list of actions stored on dfiier the SIM; and 

activating the telephone to psfomi the sdected action. 
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32. The method according, ta daim 31, wherein the step of activating comprises at 
least one of a list of actions including dialing a telephone number, sending any of an SMS 
message, an MMS message, and an e-mail message via a sendee provider or dedicated 

5 SCTver, changmig to a new list, adding and editing telq>hone numbers, allocating "quick dial'* 
numbers and accessing a call register of received, dialed and missed calls; and storing the 
result of the step of performing on the SIM. 

33 . The method according to clakn 3 1, fiirther comprising the step of identifying the 
10 SIM owner. 

34. The method according ta daim 31, wherein the wherein the SIM is a smart card 
accessible through a smart card reader. 

IS 35. A method for p^^naliax^ a telephone connectable to a PSTN, the method 

comprising the steps of: 

connecting a device to the telephone, the device comprising at least one smart 
card reader configured to communicate with a smart card and the PSTN; and 
reading data stored on the smart card. 

20 

36. The method according to claim 35, fbrtiier comprii^g the step of storing data 

on the smart card. 



37. The m^od of claim 35, further comprising the steps of: 

25 selecting an action firom a list of actions stored on dther the smart card or on 

the device; and 

activating the tel^hone to perform the selected action. 



38. Tlie metiiod accordii^ to claim 35, fiiith^ comprising the step of identifying the 

30 device. 
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39. A method for receiving any of SMS messages, MMS messages, and e-mail 
messages via a network inter&ce, the network inter&ce comprising either of a PSTN and a 
LAN, the method compri^g the steps of: 

connecting a device to the network inter&ce, said de>nice comprising a 
5 controller in communication with an internal SIM (Secure Information Module) or a smart 
card; 

reading identification data (ID) from the SIM or smart card; and 
performing a handshake with any of an SMS server, an MMS server, and an e- 
mail server via the network inter&ce. 

10 

40. The method according to claim 39, wherein the step of performing a handshake 
comprises the steps of: 

i. tran^tting the ID to said server; and 

ii. said server downloading said messages respectively assodated with the ID of 
IS the SIM. 

41 . The method according to claim 39, wherein the wherein the SIM is an integral 
component of a smart card. 

20 42. The method according to claim 39, wherein the wherein the SIM is an integral 

component of the device. 

43. A method for automatically rerouting data services to current location, the 

method comprising the steps o£ 
25 siding identification information stored on a SIM or a smart card to a service 

provider; and 

accepting the data messages and phone calls associated with the identification 
information at the current location, 

wherein the data services conqnises any of telephone calls, SMS messages, 
30 MMS messages, and e-mail messages; and 
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wherein the current location comprises one of a group including a landline 
phone connectable to wy of a PSTN, a cellular phone, and a LAN access point. 

44. A method for personaliang a telephone that includes a smart card reader and is 

connectable to a PSTN, the method comprising the steps of: 

reading telephone personalization data stored on smart card 



45. The method of claim 44, fiirther including the step of: 

storing telephone personalization data on the smart card. 
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